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Thank you for purchasing Cornerstone MFT®.

Information in this document is subject to change without notice. The software described
in this document is furnished under a license agreement, OEM, or reseller agreement. The
software may be used or copied only in accordance with the terms of those agreements.
No part of this publication may be reproduced, stored in a retrieval system, or transmitted
in any form or any means electronic or mechanical, including photocopying and recording
for any purpose other than the purchaser's personal use without the written permission of
South River Technologies, Inc.

South River Technologies, Titan FTP Server, Cornerstone MFT, WebDrive, DMZedge, and
GroupDrive are registered trademarks of South River Technologies, Inc. in the U.S. and
other countries. Microsoft, Windows, Windows NT, Windows XP and Windows Vista are
registered trademarks of Microsoft Corporation, Inc. The names of other actual companies
and products mentioned herein may be the trademarks of their respective owners. Any
information in this document about compatible products or services should not be
construed in any way to suggest SRT endorsement of that product or service.

South River Technologies, Inc.
2635 Riva Road

Suite 100

Annapolis, Maryland 21401
USA

Telephone: 410-266-0667
Fax: 410-266-1191
www.southrivertech.com

The following instructions will help you to set up Cornerstone MFT for clustering/load
balancing support. If you need additional assistance, the Cornerstone MFT User Guide is
available on line. In addition, a listing of Frequently Asked Questions (FAQ) is available at
our Knowledgebase Support Center.
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Cornerstone MFT Clustering/Load Balancing Overview

Cornerstone MFT, when used in conjunction with an ODBC Database and an Advanced User
Authentication Engine, can be scaled to handle an unlimited number of users. Cornerstone
includes an option during the New Server Wizard process to create or connect to an existing
Clustered Cornerstone Server.

Key steps to building a Clustered Cornerstone Server are:

e Create your database for ODBC connectivity.

e When creating the primary/first server of the cluster, choose to store the
Server Configuration information in an ODBC database, not in the system
registry. Storing the configuration information in an ODBC database will
ensure that other members of the cluster will have access to the same server
configuration.

e Use a UNC for data directories and log files. For more information, see our
quick start guide for UNC Data Storage and scalability.

e Install Cornerstone on the other member machines and run the New Server
Wizard.

e Choose to create a Member Server of the cluster, which will allow you to tie in
to the existing configuration.

Once the multiple servers have been configured, they will all share the same
server, user, and group configuration settings. Please Note: Using a Load
Balancing Utility, such as Microsoft Load Balancing, will allow the load to be
balanced across multiple servers. Once the multiple servers have been
configured, they will all share the same server, user, and group configuration
settings.
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Step 1: Create your Database, Security Login, and User Login for Database

These instructions assume you are using SQL Server 2005, please refer to instructions
relative to your particular database program if you are not using SQL2005.

1.

2.

3.

4.

Run the MS SQL Server Management Studio. Right-click on

Database and then click New Database.

Give your database a name and then click OK. [

Expand Security>=Logins.

Right-click to display the context menu and then click New
Login.
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5. Type the Login name. Use the radio button to select
SQL Server authentication. Clear Enforce
password policy and then click the drop down menu
to choose the database for login.

6. Expand your newly created database, expand Security under
your database, and then right-click New User to create your

new user.
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Step 2: Create your Data Source on your Primary Cornerstone Server

Use the following steps to create your data source on the primary Cornerstone Server,
which will connect to your SQL database. You will repeat this process when you create your
secondary/member server.
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4.

5.

6.

Type the data source name and a
description. Type the SQL Server name and
then click Next. NOTE: Do not press Enter or
click Finish or you will get a silent fail when
you create your server cluster.

Click With SQL Server
authentication using a login ID
and password entered by the
user. Type your SQL Login ID and
Password and then click Next.

Create a Mew Data Source to SOL Server ll

SRT

Create a New Data Source to SQL Server x|

This wizard will help vau create an ODBC data source that you can use to
connect to SOL Server.

‘What name do you want to use to refer to the data souce?

MName: |ml|c\uslar

Hau do pau want to describe the data source?

Description: - [primary server data source for mit cluster

“Which SOL Server do pou want to connect ta?

Server |5

Cancel Help

Finish I Mey{\g |

How should SOL Server verify the authenticity of the lagin 107

= With Windows NT authentication using the netwark lagin 1D

‘with SOL Server authentication using a login 1D and password
entered by the user.

Ta change the netwark library used to communicate with SOL Server,
click Client Configuration.

Client Configuration. ..

LConnect ta SGL Server to obtain default settings for the
=0 A ; -
additional configuration options.

Login 1D Imftc:luster

xxxxxxx1

Password: I

< Back I ﬂexbi I Cancel Help

Select Change the default database to
and use the drop-down arrow to choose your
newly created database. Click Next.
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flCreate a New Data Source to SQL Server ﬂ
e o ¥ Change the default database tot

|mllc\usle| ﬂ
I™ Attach database filename:

= Lreate temporany stored procedures for prepared SOL statements
% and drap the stored pracedures:

& Only when you disconnect,
‘When vou disconnect and as appropriate while vou are
connected.
M Use ANSI quoted identifiers.
I Use ANSI nulls, paddings and warnings.
N Wse the falover SOL Serverif the primary SHL Server is not
available,

| < Back I HE“tE I Cancel Help




7.

8.

9.

Click Finish.

eate a New Data Source to SQL Server ﬂ

SRT

[~ iChange the language of SOL Server spstem messages boi

[Engish |

I~ Use strong encruption for data

¥ Perform ianslation for character data

Use regional tettings when autputting curency, numbers, dates and
r time:s

[~ Save long running quesies o the log file:

IE SDOCUME™TAADMINIINLOCALS ~15T emphE L Browse...
Long query time [miliseconds):  [30000

[~ Log ODBC driver statistics to the log file:

|C:\DDCUME”1 WADMINITNLOCALE =1\ TemphST Erowse...

< Back I Fm\shEI Cancel I Help |

Click Test Data Source.

If the test is successful, Click OK. Please Note: If the test
does not complete successfully, begin by creating a new
data source.

ODBC Microsoft SOL Server Setup x|

A new ODBC data source wil be created with the following
configuiation:

Microsoft SOL Server DDBC Driver Yersion 03.86.3359 =]

Diata Source Mame: miftcluster
Diata Seurce Description; priman server data souce for mit chister
Server GDTITANVIRTUAL

Diatabase: mitchuster

Language: [Diefaul]

Translate Character Data: Yes

Log Long Funning Queries: Mo

Log Driver Statistics: No

Use Integrated Secury: Mo

Uise Regional Seftings: No

Prepared Statements Option: Diop temparary procadurss on
disconnect

Uise Failover Server: Ma

Use ANS| Quoted Identiiers: Yes

Uise ANSI Null, Paddings and Warrings: Yes

Diata Encryption: Mo

]

0k | Cancel |

Test tiata Soprce.

&

SQL Server ODBC Data Source Tesk x|

i~ Test Resul

Microsoft SOL Server DDBLC Driver Yersion 03.86.3953 d
Running connectivity tests...

A ttempling connection

Connection sstablished

[Verifying option settings

Disconncting from server

TESTS COMPLETED SUCCESSFULLY!
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10. Once your test is successful, click OK. ]

A new DDBC data source will be created with the following
) configuration:

Microsoft SAL Server ODBC Driver Version 03 86 3353 ;I

D ata Source Name: mitcluster

[ ata Source Description: primary server data source fior mit cluster

Server: GDTITANVIRTUAL

i |Database: mftcluster

i |Language: [Default)

! [Translate Character Data: Yes

% |Log Long Running Queries: Mo

| |Log Driver Statisics: Na

I s Integrated Securite No

i |Us= Regional Settings: Mo

| Prepared Statements Option: Drop temporary procedures on
disconnect

" |Use Failover Server: Mo

I |Use ANSI Quoted |dentifiers: ‘ves

Use ANS| Null, Paddings and YWWarnings: Yes

D ata Encryption: Mo

Click OK to finish creating your data source.

UseDSH  Systom OEM | i 0rSH | Dwvess | Trsy | Cormeston Pk | At |

Gvitarn Dats Souces
| s |
||
SHTTNDY
Lonbypae
An ODEC Sydtem dats ;
@ et e ll s
o thiy maching, inchudng NT 1arvicer.

0K, Cancel i
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Step 3: Create your Primary Cornerstone Server

1. Run the Cornerstone Administration utility and start the
New Server Wizard. When the Administer Domain window

appears, Type the Administrator Username and
Administrator Password and click OK.

Select the Server Type and click Next.

Select the type of server to be created
Select this option to creats a standard Comerstone MFT that will not be used in a clustsred or multi-srver
environment E

SRT

nerstone MFT Administrator

View | Server Groups Users Online  Help

sk

Clone Server

Delete Server Ervel Ge
Backup Server Configuration Servi
Restore Server Configuration
rver De
Stark Server
Stop Server IF
B Security Data [

Lo sssmsngn.

Selsct the type of server to be created

@ This server will be a standard standalone, non-clustered server

€ This server will be the primary server in a clustered environment

€ This server will be a new member server in an existing clustered server enviranment

Type a unique Server Name. Click the drop-down
arrow to choose your IP Address. (Any available IP
address indicates that the server will listen on all IP
addresses that are configured on the PC along with
the local IP address of 127.0.0.0, also known as
localhost.) Type the WAN address. You do not need
to type “http”, for example, “myserver.com”.
Select the check box to start this server when
Cornerstone MFT starts. When you are finished,
click Next.*

R 0 e e By, oo

Enier & uricuss s ¢ the server ]

Serve Name

fed
Serves Dedciphon

1P Adkdress. (e el ackdss fo ksl on)

WM fkdmes: e (=

I

Data Direclory.

[CmMTDsareat =
Lo Diectony

[ rMF TLoghaent [

P St snnver when Comeestons MFT Senvcn sarty

T Comaln starcdand urex demclimms |, frcomang. fads, i)

e ot it e e ki, M St A1

*If you need to create standard UNIX directories you can find additional information in
the Cornerstone MFT User’s Guide.

4.

i
Cornerstone uses an internal database to —

store configuration, user, and runtime

information. Use the dro p- down arrow to Cornerstanie MFT uses an intemnal database 1o store configuration, user and runtime information

select a SQL Server instance. Type a name

for this database. Select Windows

Select 2 SOL Server instance: fi _VTJ\

Authentlcatlon or SQL Server Securlty’ and Type a name for the database: |5F\TTNDE,tesnest

then click Test Connection. Once you connect
successfully, click Next.

Authentication

& Use Integiated Security [Windows Authentication)
€ Use SOL Server Security (Usemame and passward)

Usemame:

Password.
Test Connection
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5. Select the Services that this server will handle.

Select services this server will handle:

™ FTPS [typically port 990
I~ SFTP [typically port 22)
I~ HTTP (typically port 80]

[~ HTTPS [lypically port 443)

6. Select your User Authentication Database using the User Authentisaion Dalabase
drop-down arrow. After you have configured your e =l
. . - “windows MT/SAk User duthentication
User Authentication Database, click Next.* Shaniod LDAF Lser Authentcaion g

ODEC Data Source User Authentication
windows Active Directory [ADS]]

*0Once you select a User Authentication Database in Cornerstone, you cannot change to a
different method after the server wizard has completed. If you need more information about
configuring user authentication, please see the Cornerstone MFT User’s Guide or the SRT
User Authentication Quick Start Guide for your specific user authentication database.

7. If you wish to enable FTP Services select the
Enable FTP Services check box. Select the FTP
Port number by using the up/down arrows. To
enable anonymous FTP access, select the check

FTF Part: |21 3:
™ Enable Anonymouz FTP Access

™ Thiz server iz sitting behind a router/firewal

bOX. If your server iS Slttlng behlnd a Extemal Wik P address of rauterdfirewall
router/firewall select this check box and type |
the externa| WAN address Of the router/firewa”_ ¥ | Use Intemal Sener [P i PASY response for lncal clisnts

You do not need to type “http”, for example,
mywanaddress.com. When you are finished with FTP Services options™* click Next.

*For more detailed information pertaining to these configuration options see the
Cornerstone MFT User’s Guide.
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8. To enable SSL/TLS access on this server select T
this check box and choose the appropriate sub- G R
option. Click the drop-down arrow to choose the et T
certificate. Click Certificate Management to Ut th g ol o s v
configure a certificate for this server. Enter the [Fm,,.h,mmmm,.hmm —
password associated with the certificate. Use the Lumsmw_
[P TS o Finstteatinat CtSacen'. 9|

“...” button to browse to the Certificate Store
Folder. When you are finished configuring
SSL/FTPS Security Settings,* click Next.

*For more detailed information pertaining to these configuration options see the
Cornerstone MFT User’s Guide.

9- TO enable SFTP (SSH,S Secure Flle TranSfer |7 Enabls SF1P [G3H's Gecure Fils 1 ranster Pratocol] an s server
Protocol) on this server select the check box [ WS Y EEFTP
SFTP Port: |22 33
and choose the SFTP port (default port 22) Use the following host key set for this server
using the up/down arrows. Choose the host ' 2 [ oo |

Enter the password associated with this host key:

key set by using the drop-down arrow. Click |
Host Key Management for host key
configuration options. Type the password
associated with the host key. Click the browse
“...” button to browse to the Host Key folder. For more detailed information
pertaining to these configuration options, see the Cornerstone MFT User’s Guide.
Click Next when you are finished configuring SSH/SFTP Security Settings.

Hast Key folder
[CatMFTS acFilestesttestiHostKays' |

10. Type the URL or IP address of the SMTP mail server that will o
be used to send email notifications to users. You may test the .

A |semame:

connection by clicking Test Connection. (For more detailed —
information pertaining to these configuration options see the J
Cornerstone MFT User’s Guide.) When you are finished click

Next.

Teal Cornechers I

11. Click Finish to create the server.

Click FINISH ta create the server

Server Mame: testest

Server Desciption:

IF Address: Any Available IP Addiess, Part, 21
Authentication Databass: Windows Active Direstary (ADS1)
FTP5/55L Support Enabled: Mo

SFTR/SSH Suppart Enabled: Mo

Wieb Interface Support Enabled: HTTP=res, HTTPS=Yes

11. Create a test user on your primary server using the New User Wizard. Note: You
should see this test user after you create your member server.
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Step 4: Create your Member/Secondary Clustered Server

To create your secondary cluster/member server repeat the process, as outlined above, on
your secondary/member server with the exception of making this server a member server.
Note: You must point to the data source that you just created instead of creating a new

data source.

1.

2.

3.

4.

Expand your secondary server doman, right-click and select New Server Wizard.
Select the This server will be a new [Frs—r— =
member server in an existing clustered .:] 7 T
server environment radio button. Click I ) T ————
Next. S srainet e
Select the cobion if wou would e 10 coeste & membet server that wil oin & exstind Tran MFT
Server chusler and use the configusston ol The Fimary Secver m the custe
1@. Cancel e |
Select Data Source Ewg\
Click Machine Data Source and highlight Fie Data S aurcs Mach.neD&msDurce]
the data source that created for your primary Data Source Name Tope | Desuition 2
. dBASE Files User
cluster server. Click OK. EodFies User
SRTGDDE_ADServer System
SATGDDB_dav System
SRTGDDE test Spstem
SRTGDDB_testaccess System
SRTGDDE _yrdy Spstem 3
SiEBLs Pt J R S .
Mewy.
A Machine Data Source is specific to this machine, and cannot be shared
"zer" data sources are specific to a user on this machine. "Spstem' data
gources can be uged by all users o this machine, or by a system-wide service,
ak, Cancel Help
T r L Login ID an
ype your SQL- Login 1D and fsouservertogn =
Password. i
Data Source: secondarpcluster

™ Use Trusted Connection

Login ID: |mftcluster

= Pazzword:

Ixxx:mmex

Cancel
Help

Options »»
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5. Check your parameters and click Test. Click OK if successful and then click Next.

6. Highlight your primary server and click Next. Click Next again, and then click
Finish.

7. Make sure that your primary Cornerstone server is running and then start your
secondary/member server. Expand Users and make sure that the test user that you
created on your primary server appears.

If your user appears, you have successfully created a Cornerstone MFT cluster. You can use
a NLB (Network Load Balancing) Server on the front end of this cluster if you wish to use
Load Balancing.
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About South River Technologies

South River Technologies (SRT) is an innovator in managed file transfer and basic content
services software. SRT's software seamlessly integrates access to remote files into the
desktop applications that users rely on, creating an instantly familiar interface for
collaborating, sharing, and accessing files. SRT’s enterprise class server products are built
using industry standard encryption, highly granular security configuration controls, and
technologies to reduce the risk of network intrusions. Over 60,000 customers, including
more than 70 colleges and universities, government agencies such as NASA and FAA, and
other blue chip companies in more than 110 countries rely on SRT’s software to make
remote file access and collaboration more efficient for their customers, partners, and
distributed workforce. For more information, please visit www.southrivertech.com.

Cornerstone MFT® is a registered trademark of South River Technologies, Inc.

© Copyright South River Technologies, 1996-2010. All rights reserved.
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